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DEFlN ITION OF TRANSACTION 

A database state i s  a  func t ion  from names t o  v a l u e s .  Each <narne,value> p a i r  i s  
c a l l e d  an enti ty.  The system provides  operations each o f  which manipulates  one o r  
more e n t i t i e s .  The execu t ion  of an ope ra t ion  on an e n t i t y  i s  c a l l e d  an action. 
Record and t e rmina l  a r e  t y p i c a l  e n t i t y  types and read and w r i t e  a r e  t y p i c a l  
o p e r a t i o n s  . 

Associated wi th  a  da t abase  is  a p r e d i c a t e  on e n t i t i e s  c a l l e d  t h e  consistency 
constraint. A da t abase  s t a t e  s a t i s f y i n g  t h e  cons i s t ency  c o n s t r a i n t  i s  s a i d  t o  be 
consistent. 

Transac t ions  a r e  t h e  mechanism which query and t ransform t h e  da t abase  s t a t e .  A 
program P is  a  s t a t i c  d e s c r i p t i o n  of a  t r a n s a c t i o n .  The cons i s t ency  c o n s t r a i n t  
of t h e  da t abase  is  t h e  minimal p recond i t i on  and i n v a r i a n t  of t h e  program. The 
program may have a d e s i r e d  e f f e c t  which is  expressed a s  an a d d i t i o n a l  
pos t cond i t i on  c ' .  Using Hoare ' s  n o t a t i o n :  

c P )  C & c ' .  
The execut ion  of such a  program on a  da tabase  s t a t e  is  c a l l e d  transaction on t h e  
s t a t e .  The exac t  execut ion  sequence of a  program is a  func t ion  of t h e  da t abase  
s t a t e  but  we model a  t r a n s a c t i o n  a s  a  f i x e d  sequence of a c t i o n s :  

T  = < < t , A i , X i > l i = l ,  . . .  n> 
where t i s  t h e  t r a n s a c t i o n  name, A i  a r e  ope ra t ions  and X i  a r e  e n t i t y  names. 

The system may i n t e r l e a v e  t h e  execut ion  of t h e  a c t i o n s  of s e v e r a l  t r a n s a c t i o n s .  
The execut ion  of a  s e t  of t r a n s a c t i o n s  by t h e  system s t a r t i n g  from some da t abase  
s t a t e  is  c a l l e d  a  history and is  denoted by t h e  sequence: 

H = < < t i , A i , N i > l i = l ,  . . . ,  m >  - 
which i s  an o r d e r  p re se rv ing  merge of t h e  a c t i o n s  of t h e  t r a n s a c t i o n s .  (A l a t e r  
s e c t i o n  w i l l  show t h a t  even m u l t i p l e  nodes execut ing  a c t i o n s  may be modeled by a  
s i n g l e  execut ion  sequence. ) 

The u s e r s  of t h e  system author  programs and invoke them as  t r a n s a c t i o n s .  They 
a r e  a s su red  t h a t  each invoca t ion :  

W i l l  be executed e x a c t l y  once ( r e l i a b i l i t y )  

W i l l  be i s o l a t e d  from temporary v i o l a t i o n s  of t h e  cons i s t ency  c o n s t r a i n t  
in t roduced  by a c t i o n s  of concur ren t ly  execut ing  t r a n s a c t i o n s  ( c o n s i s t e n c y ) .  

The t r a n s a c t i o n  may a t tempt  t o  commit wi th  t h e  cons i s t ency  c o n s t r a i n t  v i o l a t e d  
o r  t h e  program i t s e l f  may d e t e c t  an e r r o r .  In  t h i s  case  t h e  e f f e c t s  of t h e  
t r a n s a c t i o n  a r e  undone and t h e  system o r  program i s s u e s  an e r r o r  message a s  t h e  
t r a n s a c t  ion  o u t p u t .  

This  paper p r e s e n t s  a  model of r e l i a b i l i t y  and concurrency i s s u e s  a s s o c i a t e d  
wi th  such systems.  



RELIABILITY 

Model of failures 

R e l i a b i l i t y  i s  a  goa l  which may only  be approached by t h e  c a r e f u l  use  of 
redundancy. One never has a r e l i a b l e  system, i f  eve ry th ing  f a i l s  then  t h e r e  is  
no hope of r e c o n s t r u c t i n g  which t r a n s a c t i o n s  executed o r  t h e  f i n a l  system s t a t e .  
Hence one needs a  model of f a i l u r e s  i n  o rde r  t o  d i s c u s s  r e l i a b i l i t y .  

There a r e  t h r e e  k inds  of e n t i t i e s :  

Real e n t i t i e s  i n i t i a l l y  have n u l l  va lues  and t h e i r  va lues  cannot be changed 
once they  a r e  non-nul l .  They may spontaneously change ( i n  which case  they  
a r e  real input messages) . O r  they  may be w r i t t e n  once ( i n  which case  they  a r e  
real output messages) .  I f  a t r a n s a c t i o n  g ives  away a 100$ b i l l ,  t h a t  p i e c e  
of paper e x i s t s  and is  beyond t h e  c o n t r o l  of t h e  system. 

Stable e n t i t i e s  have va lues  which may be changed by t h e  system and which 
s u r v i v e  system r e s t a r t .  Pages of duplexed d i s k  o r  t a p e  (two independent 
cop ie s )  a r e  examples of s t a b l e  s t o r a g e .  Pages of d i s k  wi th  an a s s o c i a t e d  
duplexed log  of changes from a  s t a b l e  ( a r c h i v e )  base ve r s ion  of t h e  pages i s  
another  example of  s t a b l e  s t o r a g e .  

Volatile e n t i t i e s  have va lues  which may be changed by t h e  system and which 
a r e  r e s e t  t o  n u l l  a t  system r e s t a r t .  

Two k inds  of f a i l u r e s  a r e  cons idered:  

Transaction restart: f o r  some reason a  t r a n s a c t i o n  needs t o  be r e s t a r t e d ;  
however, i t s  c u r r e n t  s t a t e  and t h e  c u r r e n t  s t a t e  of t h e  system e x i s t s  
(deadlock is  an example of such a  f a i l u r e ) .  

System restart: f o r  some reason t h e  s t a t e  of a l l  v o l a t i l e  e n t i t i e s  
spontaneously change t o  n u l l .  However, a l l  a c t i o n s  on s t a b l e  and r e a l  
e n t i t i e s  p r i o r  t o  a  c e r t a i n  i n s t a n t  w i l l  complete and a l l  a c t i o n s  a f t e r  t h a t  
i n s t a n t  w i l l  have no e f f e c t  u n t i l  t h e  system r e s t a r t s .  

The t h i r d  k ind  of f a i l u r e  i n  which s t a b l e  e n t i t i e s  spontaneously change is no t  
considered . 

Transaction restart 

A t r a n s a c t i o n  may exper ience  a  f i n i t e  number of t r a n s a c t i o n  r e s t a r t s .  The system 
must have some way t o  undo such p a r t i a l l y  executed t r a n s a c t i o n s .  I t  would be 
n i c e  t o  p o s t u l a t e :  

Every a c t i o n  <t ,A,E> has an undo-act ion -<t ,A,E> which cance l s  t h e  e f f e c t  of 
t h e  a c t i o n .  

Thus i f  T = < < t , A i , E i > l i = l ,  . . . ,  n> executes  a c t i o n s  < < t , A i , E i > l i = l ,  . . . ,  k> f o r  
some k<n t hen  t h e  system executes  t h e  a c t i o n s :  < - < t , A i , E i > l i = k ,  . . . ,  12 and t h e  
t r a n s a c t  ion  i s  undone. 



Unfor tuna te ly ,  some e n t i t i e s  a r e  r e a l  and a c t i o n s  on them cannot be undone. The 
a c t i o n  <John , E a t ,  Cake> has no undo-act ion -<John ,Ea t  ,Cake>. You can '  t have your 
cake and e a t  it  t o o .  

Hence t r a n s a c t i o n s  a r e  p a r t i t i o n e d  i n t o  two p a r t s  de l imi t ed  by a  commit action, 
C : 

T = < < t , A i , E i > [ i = l ,  . . . ,  c-1> < < t , A i , E i > l i = c ,  . . . ,  n> 
where <t ,Ac,Ec> i s  t h e  f i r s t  a c t i o n  of T  which has no undo-act ion.  The f i r s t  
p a r t  of t h e  t r a n s a c t i o n  is c a l l e d  t h e  prelude and t h e  second is c a l l e d  t h e  
commitment. 

The commitment i s  no t  undoable (prec ludes  t r a n s a c t i o n  undo).  So t h e  a c t u a l  
execut ion  of  a t r a n s a c t i o n  w i l l  be of t h e  form: 

P1 -PI P2 -P2 . . .  P j  -Pj T 
%here each P i  i s  a  p r e f i x  of t h e  pre lude  of T ,  and -Pi  is the  corresponding undo 
of t h a t  p r e f i x .  The t r a n s a c t i o n  f i n a l l y  runs t o  completion wi thout  any more 
r e s t a r t s .  This  backt racking  of t h e  t r a n s a c t i o n  i s  t r a n s p a r e n t  t o  t h e  programmer 
who wrote  T  and w i l l  on ly  be v i s i b l e  t o  t h e  use r  of T  i f  some P i  sends messages 
t o  t h e  use r  which a r e  subsequent ly  undone. 

In o rde r  t o  suppor t  t r a n s a c t i o n  r e s t a r t  [ 3 , 4 , 5 , 6 ]  , 

Before execut ing  any a c t i o n  on an e n t i t y ,  t h e  system records  t h e  
corresponding undo-act ion i n  an e n t i t y  c a l l e d  t h e  t r a n s a c t i o n  UNDO log .  

When a  t r a n s a c t i o n  i s  r e s t a r t e d ,  t h e  a c t i o n s  i n  t h e  t r a n s a c t i o n ' s  UNDO l og  
a r e  app l i ed  ( i n  l a s t - i n  f i r s t - o u t  o r d e r )  t o  r eve r se  t h e  e f f e c t s  of t h e  
t r a n s a c t  i o n .  

A program may f a i l  a t  any t ime o r  may a t tempt  t o  commit wi th  t h e  cons i s t ency  
c o n s t r a i n t  v i o l a t e d .  I n  t h i s  ca se  t h e  system must undo t h e  t r a n s a c t i o n  and 
commit it wi th  an e r r o r  message. Thus t h e  system cannot a l l o ~  a  t r a n s a c t i o n  t o  
e n t e r  t h e  commitment phase u n t i l  t h e  t h e  program i s s u e s  i t s  l a s t  a c t i o n  ( r e c a l l  
t h a t  commitment cannot be undone).  Hence a  s p e c i a l  o p e r a t i o n ,  t h e  commit 
operation, i s  in t roduced  which s i g n a l s  t h e  end of t h e  program. 

P r i o r  t o  t h e  commit a c t i o n ,  t h e  e f f e c t s  of a l l  a c t i o n s  which modify r e a l  
e n t i t i e s  a r e  deferred and p laced  i n t o  an e n t i t y  c a l l e d  a  REDO log o r  intentions 
l ist f o r  t h e  t r a n s a c t i o n .  When t h e  t r a n s a c t i o n  i s s u e s  an a c t i o n  < t , A , e >  on r e a l  
e n t i t y  e ,  a  redo action denoted # < t  ,A, e>  i s  i n s e r t e d  i n t o  t h e  REDO log  and t h e  
a c t i o n  i t s e l f  i s  d e f e r r e d  ( the reby  making t h e  a c t i o n  undoable) .  The commit 
a c t i o n  of t h e  t r a n s a c t i o n  r e q u e s t s  t h e  system t o  make a  s t a b l e  copy of t h e  REDO 
log and then  perform a l l  t h e  d e f e r r e d  a c t i o n s  i n  t h e  REDO log .  

Some systems d e f e r  a l l  a c t i o n s  u n t i l  commit and thereby  avoid t h e  need f o r  
t r a n s a c t i o n  undo. A formal d e f i n i t i o n  of t h i s  i s  complex s i n c e  one must d e f i n e  
t h e  va lues  of v o l a t i l e  and s t a b l e  e n t i t i e s  which have d e f e r r e d  a c t i o n s  pending 
a g a i n s t  them. ( i . e .  a r e  t h e  changes v i s i b l e  be fo re  commit?) Real e n t i t i e s  a r e  
i n i t i a l l y  n u l l  and, a s  v i l l  be expla ined  below, changes t o  them a r e  d e f e r r e d  
u n t i l  they  a r e  committed. 



System restart 

I f  t h e r e  were no v o l a t i l e  e n t i t i e s ,  system r e s t a r t  would be of no consequence. 
However, c u r r e n t  and a n t i c i p a t e d  hardware and so f tware ,  p rovide  microsecond 
access  t imes t o  v o l a t i l e  s t o r a g e  and mi l l i s econd  access  t imes t o  s t a b l e  s t o r a g e .  
This  gap i s  l i k e l y  t o  p e r s i s t .  Hence t h e  s t a t e  of t h e  t r a n s a c t i o n  and of many 
e:.tities a r e  r ep re sen ted  i n  v o l a t i l e  s t o r a g e .  

There a r e  fou r  k inds  of t r a n s a c t i o n s  a t  system r e s t a r t :  

1. Those which have a l l  t h e i r  committed a c t i o n s  r e f l e c t e d  i n  r e a l  and s t a b l e  
e n t i t i e s  . 

2 .  Those which were i n  t h e  commitment phase a t  t h e  i n s t a n t  of system r e s t a r t .  

3 .  Those which were i n  t h e  p re lude  a t  t h e  i n s t a n t  of t h e  system r e s t a r t .  

4 .  Those which had no t  y e t  begun 

System r e s t a r t  t ransforms t r a n s a c t i o n s  of type  3 t o  t r a n s a c t i o n s  of t ype  4 
because t h e  ( v o l a t i l e )  t r a n s a c t i o n  s t a t e  has been l o s t .  System r e s t a r t  
t ransforms t r a n s a c t i o n s  of type  2 t o  t r a n s a c t i o n s  of type  1 because committing 
t r a n s a c t  ions cannot be undone. 

When t h e  r e s t a r t  p rocess  completes ,  a l l  t r a n s a c t i o n s  w i l l  be e i t h e r  committed o r  
n o t - y e t - s t a r t e d  and t h e  da tabase  s t a t e  w i l l  s a t i s f y  t h e  cons i s t ency  c o n s t r a i n t .  
The p roces s ing  of t h e  n o t - y e t - s t a r t e d  t r a n s a c t i o n s  is then  begun. (The next  
s e c t i o n  d i s c u s s e s  r e c o n s t r u c t i o n  of v o l a t i l e  e n t i t i e s  a t  r e s t a r t  . )  

The previous  s e c t i o n  desc r ibed  two t h i n g s  necessary  f o r  t r a n s a c t i o n  r e s t a r t  

undo When performing an a c t i o n  on a  v o l a t i l e  o r  s t a b l e  e n t i t y ,  record  t h e  
a c t i o n  i n  t h e  t r a n s a c t i o n ' s  undo log .  

Defer a l l  a c t i o n s  which have no undo a c t i o n  i n t o  a  REDO log of a c t i o n s  u n t i l  
a  t r a n s a c t  ion  commits. 

I n  o r d e r  t o  accomplish system r e s t a r t  t h r e e  more t h i n g s  must be done du r ing  
normal o p e r a t i o n  of t h e  system ( i n  a d d i t i o n  t o  t h e  lcgging  r equ i r ed  f o r  
t r a n s a c t i o n  r e s t a r t )  [ 5 , 6 , 8 ] :  

Before performing an uncommitted a c t i o n  on a  s t a b l e  e n t i t y ,  record  t h e  undo 
of t h e  a c t i o n  i n  s t a b l e  s t o r a g e  ( i n  a  s t a b l e  USDO l o g ) .  

As t h e  f i r s t  s t e p  of t h e  commit of a  t r a n s a c t i o n ,  record  t h e  (committed) 
REDO log of a  t r a n s a c t i o n  a s  a  s t a b l e  o b j e c t .  

C 

A s  t h e  second s t e p  of t h e  commit of a  t r a n s a c t i o n ,  perform a l l  t h e  d e f e r r e d  
a c t i o n s  i n  t h e  REDO log  and mark them done i n  t h e  REDO l og .  

The f i r s t  r u l e  ( c a l l e d  t h e  wri te  ahead log p r o t o c o l )  a l lows any uncommitted 
a c t i o n  on s t a b l e  s t o r a g e  t o  be undone by apply ing  t h e  undo a c t i o n s  i n  t h e  UKDO 
l og .  There i s  one problem: record ing  t h e  undo record and performing t h e  
ope ra t ion  on t h e  s t a b l e  e n t i t y  a r e  t ~ o  s e p a r a t e  a c t i o n s .  I f  t h e  system r e s t a r t s  



a f t e r  t h e  undo record  i s  recorded bu t  be fo re  t h e  uncommitted o p e r a t i o n  i s  
performed on t h e  s t a b l e  e n t i t y  t h e n  t h e  undo a c t i o n  w i l l  be app l i ed  t o  t h e  o l d  
va lue  (no t  t o  t h e  new va lue )  of t h e  s t a b l e  e n t i t y .  F u r t h e r ,  i f  a  system r e s t a r t  
occurs  du r ing  t r a n s a c t i o n  undo t h e n  t h e  t r a n s a c t i o n  may be only  p a r t i a l l y  
undone. To s o l v e  t h e s e  problems, 

a l l  undo a c t i o n s  -<t ,A,E> must be restartable ( o r  idernpotent): 
<t,A,E>-<t ,A,E> is  equ iva l en t  t o  < t ,A ,E>-< t ,A ,E> ,  . . . , - <  t ,A,E> 

is equ iva l en t  t o  -< t , A , E > ,  ...,-i t .A,E> 

( i . e .  DO-CKDO equals  UNDO equa l s  DO-USDO-UNDO-...-USDO). R e s t a r t a b i l i t y  is  an 
a d d i t i o n a l  requirement  i f  UNDO is  t o  be p a r t  of r e s t a r t .  One way t o  avoid t h i s  
problem is t o  d e f e r  a l l  s t a b l e  updates  t o  t h e  commitment phase and thereby  
e l i m i n a t e  UNDO a t  r e s t a r t .  

De fe r r ing  a l l  a c t i o n s  which have no undo a c t i o n  al lows t h e  t r a n s a c t i o n  t o  be 
undone a t  any t ime p r i o r  t o  t h a t  s t e p  (maximally d e f e r s  commitment). The 
requirement t h a t  t h e  REDO log be made a  s t a b l e  o b j e c t  a t  t h e  commit s t e p  of t h e  
t r a n s a c t i o n  al lows t h e  system t o  cont inue  t h e  execut ion  of t r a n s a c t i o n  commit a t  
system r e s t a r t  (by simply apply ing  t h e  REDO log of t h e  t r a n s a c t i o n ) .  Once a  
d e f e r r e d  a c t i o n  i s  a c t u a l l y  performed, t h e  redo a c t i o n  may be marked a s  "done" 
i n  t h e  REDO log .  But aga in  t h e r e  i s  t h e  problem t h a t  performing t h e  o p e r a t i o n  
and marking it "done" i n  t h e  REDO log a r e  t ~ o  s e p a r a t e  a c t i o n s .  A t  r e s t a r t  one 
cannot be s u r e  whether t h e  l a s t  d e f e r r e d  a c t i o n  i s  done o r  n o t .  Hence, one 
concludes t h a t  : 

redo a c t i o n s  # < t  ,A,E> must be restartable: 
<t ,A,E> is  equ iva l en t  t o  <t,A,E>,:;<t,A,E>, ...,.ii< t ,A,E> 

i s  equ iva l en t  t o  ;i<t ,A,E>,  . . . ,::<t ,A ,E> 

( i . e .  DO equals  REDO equals  DO-REDO-REDO-...-REDO). Thus i f  r e s t a r t  redoes 
already-done a c t i o n s ,  they  w i l l  do no harm. 

The most common technique  f o r  achiev ing  r e s t a r t a b i l i t y  of redo and undo a c t i o n s  
is  t o  pu t  a  v e r s i o n  number i n  t h e  e n t i t y  and i n  t h e  undo o r  redo a c t i o n .  The redo 
(o r  undo) s t e p  t e s t s  t h e  v e r s i o n  number of t h e  e n t i t y  a g a i n s t  t h e  d e s i r e d  
v e r s i o n  number and does no th ing  i f  t h e  ve r s ion  numbers match, o the rwi se  t h e  undo 
o r  redo s t e p  is a c t u a l l y  performed. For example, message sequence numbers a r e  
used i n  t h i s  way t o  d e t e c t  and d i s c a r d  d u p l i c a t e  ( r edo )  messages and t o  cance l  
messages which have been s e n t  (undo) . 

Checkpoint and volatile entity reconstruction 

I n  t h e  d i s c u s s i o n  above, on ly  t h e  s t a t e  of s t a b l e  and r e a l  e n t i t i e s  is 
r econs t ruc t ed  a t  system r e s t a r t .  The s t a t e  of v o l a t i l e  e n t i t i e s  i s  l o s t  a t  
system r e s t a r t .  

If  t h e  s t a t e  of some v o l a t i l e  e n t i t y  is  t o  be r econs t ruc t ed  a t  system r e s t a r t  
then  t h e  system must keep a  REDO log  of a l l  a c t i o n s  on such e n t i t i e s  and 
e i t h e r :  

redo a l l  a c t i o n s  on t h e  e n t i t y  s i n c e  t h e  beginning of t ime (us ing  t h e  REDO 
l o g s ) ,  o r  



record  a  s t a b l e  copy of t h e  v o l a t i l e  e n t i t y  a t  some t ime and then  (us ing  t h e  
REDO logs )  redo a l l  a c t i o n s  s i n c e  t h a t  t ime.  

Such a  s t a b l e  copy i s  c a l l e d  a  checkpoint  and is used t o  minimize redo work a t  
r e s t a r t  [ 5 , 6 ]  . 

The system al lows t h e  d e c l a r a t i o n  of recoverable volatile e n t i t i e s .  A l l  e n t i t i e s  
appear ing  i n  t h e  system i n v a r i a n t  should be r ecove rab le .  The system p e r i o d i c a l l y  
checkpoints  recoverable  v o l a t i l e  e n t i t i e s  t o  s t a b l e  o b j e c t s .  A t  r e s t a r t  a l l  
a c t i o n s  subsequent  t o  t h e  checkpoint  on these  e n t i t i e s  a r e  redone ( inc lud ing  
undo-ac t ions ) .  

Recoverable v o l a t i l e  e n t i t i e s  a r e  s t a b l e  e n t i t i e s  which have t h e  f a s t  access  
t imes of v o l a t i l e  e n t i t i e s .  The i r  c o s t  i s  p e r i o d i c  checkpoin ts ,  long term 
maintenance of REDO l o g s ,  and e x t r a  work a t  system r e s t a r t .  

CONCURRENCY 

Motivation fo r  serializable history 

The i n i t i a l  da t abase  s t a t e  s a t i s f i e s  t h e  cons i s t ency  c o n s t r a i n t .  Although each 
t r a n s a c t i o n  p re se rves  t h e  cons i s t ency  c o n s t r a i n t ,  t h e  c o n s t r a i n t  may be 
v i o l a t e d  whi le  t h e  t r a n s a c t i o n  i s  i n  p rog res s .  For example, i f  a  t r a n s a c t i o n  
t r a n s f e r s  funds from one account t o  ano the r ,  t h e  c o n s t r a i n t  t h a t  "money i s  
preserved" may be v i o l a t e d  between t h e  d e b i t  of one account and t h e  c r e d i t  of 
another  account .  

I f  t h e r e  is  no concurrency then  each t r a n s a c t i o n  begins wi th  a  c o n s i s t e n t  s t a t e  
and produces a  c o n s i s t e n t  s t a t e .  However, one t r a n s a c t i o n  may s e e  
i n c o n s i s t e n c i e s  in t roduced  by another  i f  t r a n s a c t i o n s  execute  concur ren t ly .  

I t  i s  d i f f i c u l t  t o  w r i t e  programs which work c o r r e c t l y  i n  t h e  presence of such 
i n c o n s i s t e n c i e s .  Therefore  t h e  system prevents  such i n c o n s i s t e n c i e s .  C l e a r l y  a  
h i s t o r y  wi thout  any concurrency ( e . g .  t h e  h i s t o r y  T1°T2* ..:Tn) has no 
concurrency anomalies .  Such h i s t o r i e s  a r e  c a l l e d  serial histories. 

Concurrency is  al lowed,  on ly  i f  it does nor; in t roduce  i n c o n s i s t e n c i e s .  The 
s imp les t  d e f i n i t i o n  of t h i s  is  t o  i n s i s t  t h a t  any a l lowable  h i s t o r y  be 
equ iva l en t  t o  a  s e r i a l  h i s t o r y .  Severa l  d i f f e r e n t  equiva lence  r e l a t i o n s  have 
been d e f i n e d .  Perhaps t h e  most i n t u i t i v e  is developed as  fo l lows:  Two ope ra t ions  
on e n t i t i e s  a r e  recognized:  

READ: reads  t h e  va lue  of a  named e n t i t y  but  does not  change i t .  

l WRITE: w r i t e s  t h e  va lue  of a  named e n t i t y .  

Given t h i s  i n t e r p r e t a t i o n ,  we d e f i n e  t h e  dependency relation of history:  
H = <...,<tl,Al,e>,...,<t?,h2,e>,... > 

where t l i t 2  a s :  
DEP(H) = { <tl , e ,  t 2 >  I ( A 1  = GjRITE and 42 = h-RITE) o r  

( A 1  = IV'RITE and A2 = READ ) o r  
(A1 = READ and A? = WRITE) ) 



DEP(H) t e l l s  "who gave what t o  whom". Two h i s t o r i e s  a r e  equivalent i f  t hey  have 
t h e  same dependency r e l a t i o n .  A h i s t o r y  equ iva l en t  t o  a  s e r i a l  h i s t o r y  is 
v a r i o u s l y  c a l l e d  serializable, consistent, and degree 3 consistent. 

I n t u i t i v e l y ,  i f  H has t h e  same "who gave what t o  whom" r e l a t i o n s h i p  a s  some 
s e r i a l  h i s t o r y ,  t hen  t r a n s a c t i o n s  cannot d i s t i n g u i s h  H from t h a t  s e r i a l  h i s t o r y .  

Locking protocol fo r  serializable histories 

Locking is one technique  f o r  c o n t r o l l i n g  concurrency ( t h e  i n t e r l e a v i n g  of 
a c t i o n s  of s e v e r a l  t r a n s a c t i o n s ) .  Used p rope r ly  i t  can a s s u r e  t h a t  a l l  h i s t o r i e s  
a r e  equ iva l en t  t o  a s e r i a l  h i s t o r y .  Four new ope ra t ions  a r e  in t roduced:  

LOCK-S: lock t h e  named e n t i t y  i n  shared  mode 

LOCK - X :  lock t h e  named e n t i t y  i n  exc lus ive  mode. 

UNLOCK - S :  unlock t h e  named e n t i t y  from shared  mode 

UNLOCK - X: unlock t h e  named e n t i t y  from exc lus ive  mode. 

We say  a  lock a c t i o n  (S o r  X )  by a  t r a n s a c t i o n  on t h e  e n t i t y  named E covers a l l  
a c t i o n s  up t o  t h e  next  unlock a c t i o n  (S  o r  X r e s p e c t i v e l y )  a c t i o n  by t h a t  
t r a n s a c t i o n  on e n t i t y  E .  

The system w i l l  ensure  t h a t  no LOCK X a c t i o n  is  performed on an e n t i t y  whi le  
another  t r a n s a c t i o n  has t h a t  e n t i t y  locked and converse ly  t h a t  no LOCK S a c t i o n  
on an e n t i t y  is performed wh i l e  another  t r a n s a c t i o n  has t h a t  e n t i t y  locked i n  
exc lus ive  mode. More formal ly ,  t h e  h i s t o r y  H i s  legal 

i f  H = <  . . . <  t l , A l , e >  . . . <  t2 ,A2,e> . . . .  > and t l  = t 2  
and <t 1 , A 1  , e >  i s  a  lock a c t i o n  cover ing  a c t i o n  < t 2  ,A2 , e >  then:  

i f  A 1  = LOCK S  impl ies  A2 + LOCK Y 
i f  A 1  = LOCK-x - impl ies  (A2 f LOCK - S and A2 i LOCK - Y ) .  

A t r a n s a c t i o n  is  s a i d  t o  be well-formed i f  

Each READ a c t i o n  is  covered by a LOCK-S o r  LOCK-X a c t i o n  on t h e  e n t i t y  name 
t o  be r ead ,  and 

Each WRITE a c t i o n  i s  covered by a  LOCK - S a c t i o n  on t h e  e n t i t y  t o  be w r i t t e n ,  
and 

Nothing i s  covered beyond t h e  l a s t  a c t i o n  of t h e  t r a n s a c t i o n  ( i . e .  it 
unlocks e v e r y t h i n g ) .  

A t r a n s a c t i o n  is  s a i d  t o  be two-phase i f  it does not  perform a  lock a c t i o n  a f t e r  
t h e  f i r s t  unlock a c t i o n .  

The d e f i n i t i o n  of DEP(H) and of equiva lence  given before  must be amended t o  
t r e a t  LOCK S and UNLOCK S a c t i o n s  a s  READ a c t i o n s  and LOCK Y and C'SLOCK X 
a c t i o n s  as-WRITE a c t i o n s .  Given t h a t  amendment, t h e  c e n t r a l  t heo rem of t h i s  
development i s :  



THEOREM' [ 2 , 1 0 , 1 1 , 1 2 ] :  
(1) I f  a l l  t r a n s a c t i o n s  a r e  two-phase and well-formed 

then  any l e g a l  h i s t o r y  is  equ iva l en t  t o  a  s e r i a l  h i s t o r y .  
( 2 )  I f  some n o n t r i v i a l §  t r a n s a c t i o n  T  i s  no t  two-phase o r  well-formed 

then  t h e r e  is  a  t r a n s a c t i o n  T '  such t h a t  
T , T '  have a l e g a l  h i s t o r y  no t  equ iva l en t  t o  any s e r i a l  h i s t o r y .  

By au toma t i ca l ly  i n s e r t i n g  LOCK-S and LOCK X a c t i o n s  i n t o  a  t r a n s a c t  ion  p r i o r  t o  
each READ and WRITE t h e  system can p a r a n t e e  a c o n s i s t e n t  execut ion  of t h e  
t r a n s a c t i o n s .  F u r t h e r ,  i f  t h e  s e t  of t r a n s a c t i o n s  is not known i n  advance a l l  
t h e s e  p recau t ions  a r e  r e q u i r e d .  However, i f  t h e  s e t  of t r a n s a c t i o n s  is  known i n  
advance, then  some of t h e  locks may be supe r f luous .  For example, i f  t h e r e  i s  
on ly  one t r a n s a c t i o n  i n  t h e  system then  no locks a r e  r e q u i r e d .  These 
obse rva t ions  have l e d  t o  many v a r i a t i o n s  of t he  theorem. Another source  of 
v a r i a t i o n s  i s  p o s s i b l e  by g i v i n g  t h e  ope ra t ions  an i n t e r p r e t a t i o n  ( e . g .  we 
i n t e r p r e t e d  r ead ,  w r i t e  and l o c k ) .  

Locking and recovery 

Consis tency r e q u i r e s  t h a t  a  t r a n s a c t i o n  be two-phase. Ke now argue t h a t  suppor t  
of t r a n s a c t i o n  r e s t a r t  r e q u i r e s  t h a t  t h e  second locking phase be d e f e r r e d  t o  
t r a n s a c t i o n  commit. 

The f i r s t  argument i s  based on t h e  obse rva t ion  t h a t  USLOCK-X g e n e r a l l y  does not  
have an undo a c t i o n  (and hence must be d e f e r r e d ) .  I f  t r a n s a c t i o n  T1 unlocks an 
e n t i t y  E which T1 has  modif ied,  e n t i t y  E may be subsequent ly  read o r  modified by 
another  t r a n s a c t i o n  T2. R e s t a r t i n g  t r a n s a c t i o n  T1 r e q u i r e s  t h a t  t h e  a c t i o n  of T1 
on E be undone. This  may i n v a l i d a t e  t h e  read o r  w r i t e  of T2. One might sugges t  
undoing T2, bu t  T2 may have committed and hence cannot be undone. This  argues 
t h a t  UNLOCK - Y a c t i o n s  a r e  no t  undoable and must be d e f e r r e d .  

A second argument observes t h a t  both USLOCK S and CSLOCK X a c t i o n s  must be 
d e f e r r e d  t o  t h e  commit a c t i o n  i f  t h e   s stem automatic all^ acqu i r e s  locks f o r  
t r a n s a c t i o n s .  Suppose t h e  system r e l e a s e d  a  lock he ld  by t r a n s a c t i o n  T  on e n t i t y  
E p r i o r  t o  t h e  commit of T. Subsequent a c t i o n s  by T  may r e q u i r e  new locks .  The 
a c q u i s i t i o n  of such locks a f t e r  an unlock v i o l a t e s  t h e  two-phase lock p r o t o c o l .  

Summarizing: 

Consis tency combined wi th  t r a n s a c t i o n  r e s t a r t  r e q u i r e s  t h a t  UKLOCR - X 
a c t i o n s  be d e f e r r e d  u n t i l  t h e  t r a n s a c t i o n  executes  t h e  commit a c t i o n .  

Consis tency combined wi th  au tomat ic  locking r e q u i r e s  t h a t  a l l  locks be he ld  
u n t i l  t h e  t r a n s a c t  ion  executes  t h e  commit a c t  i on .  

' Excluded a r e  t h e  n u l l  t r a n s a c t i o n ,  t r a n s a c t i o n s  which c o n s i s t  of a s i n g l e  read 
a c t i o n  and a s s o c i a t e d  locks ,  and t r a n s a c t i o n s  which have locks which do not  
cover any a c t i o n .  



Degrees of consistency 

!lost systems do not  provide  cons i s t ency .  They f a i l  t o  s e t  some r equ i r ed  locks o r  
r e l e a s e  them p r i o r  t o  t h e  commit p o i n t .  The r e s u l t i n g  anomalies can o f t e n  be 
desc r ibed  by t h e  t h e  no t ions  of degrees  of cons is tency  [ 4 ) .  ( A  more a p p r o p r i a t e  
term would be degrees  of i n c o n s i s t e n c y . )  A Degree 3 cons i s t ency  was de f ined  
be fo re  a s  a  p r o t o c o l  which acqu i r e s  locks t o  cover a l l  a c t i o n s  and holds  a l l  
locks t o  t r a n s a c t i o n  commit. I t  was shown t o  prevent  concurrency anomalies .  

In  o r d e r  t o  suppor t  t r a n s a c t i o n  r e s t a r t ,  a l l  systems a c q u i r e  S-mode locks t o  
cover  w r i t e s  and hold them t o  t r a n s a c t i o n  commit. This  i s  c a l l e d  t h e  degree 1 
cons i s t ency  lock p r o t o c o l .  

I f  t h e  system a d d i t i o n a l l y  acqu i r e s  S-mode locks t o  cover reads  but  r e l e a s e s  t h e  
locks p r i o r  t o  commit t hen  it provides  degree 2 cons i s t ency .  

Both of t h e s e  p ro toco l s  a r e  popu la r .  I n i t i a l l y  t h i s  was because system 
implementors d i d  no t  unders tand  t h e  i s s u e s .  Nov some argue t h a t  t h e  "lower" 
cons i s t ency  degrees a r e  more e f f i c i e n t  than  t h e  degree 3 lock p r o t o c o l .  In  t h e  
experiments  we have done, degree  3 cons i s t ency  has a  c o s t  ( throughput  and 
p roces so r  overhead) i n d i s t i n g u i s h a b l e  from t h e  lower degrees  of cons i s t ency .  

Predicate locks 

Some t r a n s a c t i o n s  want t o  acces s  many e n t i t i e s .  Others want on ly  a  few. I t  is  
convenient  t o  be a b l e  t o  i s s u e  one lock s p e c i f y i n g  a  s e t  of d e s i r e d  e n t i t i e s .  
Such locks a r e  c a l l e d  predicate locks and a r e  r ep re sen ted  a s  <T,P,M> where T  i s  
t h e  name of t h e  r eques t ing  t r a n s a c t i o n ,  P  i s  t h e  p r e d i c a t e  on e n t i t i e s ,  and N is 
a  mode: e i t h e r  S  ( f o r  sha red )  o r  S ( f o r  exc lus ive  j [ 2 ]  . A t y p i c a l  p r e d i c a t e  is :  

VARIETY = CABERNET and VINTNER = FREEYARKABBT and YEAR = 1971 
This  should r e se rve  a l l  e n t i t i e s  s a t i s f y i n g  t h i s  p r e d i c a t e .  Two p r e d i c a t e  locks 
<TI,  P1 ,?!I> and <T2, P2 ,M2> conflict (and hence cannot be g ran ted  concur ren t ly )  i f :  

They a r e  reques ted  by d i f f e r e n t  t r a n s a c t i o n s  (Tl tT2)  and, 

The p r e d i c a t e s  a r e  mutual ly s a t i s f i a b l e  (Pl&P2) and,  

The modes a r e  incompatible  (not  both S-mode) . 

P r e d i c a t e  locks a r e  an e l e g a n t  i d e a .  (People have t r i e d  t o  p a t e n t  them!) .  
Unfor tuna te ly ,  no one has proposed a  accep tab le  implementation f o r  them. 
( P r e d i c a t e  s a t i s f i a b i l i t y  was one of t h e  f i r s t  problems t o  be proven NP 
comple te ) .  

Another problem wi th  p r e d i c a t e  locks i s  t h a t  s a t i s f i a b i l i t y  i s  t o o  weak a  
c r i t e r i o n  f o r  c o n f l i c t .  For example t h e  p r e d i c a t e :  

VARIETY = CABERNET and SEX = FE!lALE 
i s  on ly  formally s a t i s f i a b l e  ( I  t h i n k ) .  But t h e  p r e d i c a t e  locks :  

<Tl,VARIETY=CABERNET,S> and <T2,SES=FEYALS,D 
formal ly  c o n f l i c t .  A theorem prover  might s o r t  t h i s  o u t ,  b u t  cheorem provers  a r e  
suspec ted  t o  be very expensive.  



Granulari ty of locking 

The g r a n u l a r i t y  of locks scheme cap tu re s  t h e  i n t e n t  of p r e d i c a t e  locks and 
avoids t h e i r  h igh  c o s t .  I t  does t h i s  by choosing a  f i x e d  s e t  of p r e d i c a t e s .  

Let P  be a  s e t  of p r e d i c a t e s  on e n t i t i e s  i nc lud ing  t h e  p r e d i c a t e  TRUE and a l l  
p r e d i c a t e s  of t h e  form: "ENTITYNAME=~"  f o r  each e n t i t y  
each p a i r  Q ,  Q '  o f  p r e d i c a t e s  i n  P: 
I f  f o r  some e n t i t y  e :  Q(e) and Q '  ( e )  a r e  t r u e  

then  Q con ta ins  Q '  o r  Q '  con ta ins  Q 
Define t h e  b ina ry  r e l a t i o n  -+ on P :  

Q + Q '  i f f  f o r  a l l  e n t i t i e s  e :  ~ ' ( e )  imp 

< e , v > .  Assume t h a t  f o r  

( :I: ) 

i e s  Q ( e )  . 

The r e l a t i o n  -+ i s  t h e  s e t  containment r e l a t i o n  and because of assumption (;:) 
above it o r d e r s  P i n t o  a  t r e e  wi th  r o o t  p r e d i c a t e  TRUE. 

Let t h e  graph G ( P )  = <P,E> be t h e  Hesse diagram of t h i s  p a r t i a l  o r d e r .  That i s  P  
i s  t h e  s e t  of v e r t i c e s  and E i s  t h e  s e t  of edges such t h a t :  

E = { <A,B> I A -+ B and t h e r e  i s  no t  C i n  P: A -+ C -+ B) 

A new lock mode i s  in t roduced:  In ten t ion  mode (I-mode)  which i s  compatible wi th  
I-mode but  no t  w i th  S-mode o r  X-mode. Using t h i s  neb- mode, t h e  fo l lowing  lock 
p ro toco l  a l lows t r a n s a c t i o n s  t o  lock any p r e d i c a t e  Q i n  P: 

Before locking Q i n  S-mode o r  X-mode, acqu i r e  I-mode locks on a l l  p a r e n t s  of 
Q on graph G(P). 

I f  t h i s  p ro toco l  is  fol lowed,  a c q u i r i n g  an S-mode o r  1-mode lock on a  node Q 
implicitly acqu i r e s  an S-mode o r  o r  X-mode lock on a l l  e n t i t i e s  e  such t h a t  Q ( e )  
is  t r u e .  

THEOREM [ 4 ]  : Suppose locks granted  on graph G(P) a r e :  
L = { < T , Q , W  I .  

Define t h e  i n t e n t  of t h e s e  locks t o  be: 
L '  = { <T,Q ' ,M> I <T,Q,M> i s  i n  L and Q impl ies  Q '  and ?I I-mod. ) .  

Then i f  no locks i n  L c o n f l i c t ,  no locks i n  L' w i l l  c o n f l i c t .  

S ince  L '  con ta ins  a l l  t h e  e n t i t y  locks which a r e  c h i l d r e n  of t h e  p r e d i c a t e  locks 
t h i s  i n d i c a t e s  t h a t  t h e  p r e d i c a t e  locks prevent  undes i red  concurrency.  Here we 
have r e s t r i c t e d  t h e  graph t o  a  t r e e  (by c o n s t r a i n t  (;':) on P ) .  These r e s u l t s  
g e n e r a l i z e  t o  an a r b i t r a r y  s e t  of p r e d i c a t e s  which i n  t u r n  gene ra t e  an a r b i t r a r y  
d i r e c t e d  a c y c l i c  graph G. The g e n e r a l i z a t i o n  i s  u s e f u l  but  n o t a t i o n a l l y  complex. 
A more d e t a i l e d  development would a l s o  r e so lve  I-mode i n t o  t h r e e  modes IS ,  I X ,  
and SIX f o r  g r e a t e r  concurrency.  s e e  [ 4 ]  f o r  a  development of t h e s e  
g e n e r a l i z a t i o n s .  

Deadlock 

1 A locking  system must have some s t r a t e g y  f o r  t r e a t i n g  lock r eques t s  which 
c o n f l i c t  wi th  a l r eady-g ran ted  locks .  The s imp les t  schemes e i t h e r  r e s t a r t  
t r a n s a c t i o n s  which make such r eques t s  (no ~ a i t )  o r  r e s t a r t  them i f  t h e  r eques t  
i s  ungranted f o r  a  c e r t a i n  t ime pe r iod  ( t i m e o u t ) .  



Both of t h e s e  approaches a r e  s u b j e c t  t o  a  phenomenon known as  livelock i n  which 
two o r  more t r a n s a c t i o n s  r e p e a t e d l y  cause each o t h e r  t o  be r e s t a r t e d .  On t h e  
o t h e r  hand, i f  t r a n s a c t i o n s  a r e  allowed t o  wai t  i n d e f i n i t e l y  then  they  a r e  
s u b j e c t  t o  deadlock i n  which each member of a  s e t  of t r a n s a c t i o n s  i s  wa i t i ng  f o r  
ano the r  member of t h e  group t o  r e l e a s e  a  lock.  

An approach which avoids such wa i t i ng  a l l o c a t e s  a l l  d e s i r e d  resources  t o  t h e  
t r a n s a c t  ion  when it s t a r t s .  Th i s  avoidance scheme has no to r ious  performance 
because t h e  resources  p o t e n t i a l l y  needed by a t r a n s a c t i o n  a r e  f r e q u e n t l y  much 
g r e a t e r  than  t h o s e  a c t u a l l y  used .  

Data management systems g e n e r a l l y  a l low deadlock t o  occu r .  Deadlock appears  a s  a  
c y c l e  i n  t h e  who-waits-for-whom graph.  Deadlocks a r e  reso lved  by choosing a  
minimal c o s t  node s e t  which breaks a l l  cyc l e s .  T ransac t ions  corresponding t o  
nodes of t h e  s e t  a r e  undone and t h e i r  locks preempted. The choice  of preempted 
t r a n s a c t  ions must avoid l i v e l o c k .  

F o r t u n a t e l y ,  t h e  mechanism f o r  t r a n s a c t i o n  r e s t a r t  i s  a l r eady  p re sen t  and s o  
deadlock i s  simply another  sou rce  of  t r a n s a c t i o n  r e s t a r t .  F u r t h e r ,  deadlock i s  
q u i t e  r a r e  i n  p r a c t i c e  ( e . g .  one t r a n s a c t i o n  i n  one thousand) and t h e  deadlock 
d e t e c t i o n  and r e s o l u t i o n  is  comparat ively s impie ( t h r e e  pages of code compared 
t o  t h i r t y  f o r  t r a n s a c t i o n  r e s t a r t ) .  

We have observed t h a t  t h e  p r o b a b i l i t y  a  t r a n s a c t  ion deadlocks r i s e s  l i n e a r l y  
w i t h  concurrency.  A crude argument f o r  t h i s  goes a s  fo l lows:  Let t h e r e  be N+1 
t r a n s a c t i o n s  each of which r eques t  r resources  from a  un ive r se  of R ( r  << R ) .  The 
expected f r a c t i o n  of r e sou rces  locked by o t h e r s  i s  ( S r ) / ( 2 R )  because each 
t r a n s a c t i o n  holds about r / 2  r e sou rces .  Since a  t r a n s a c t i o n  makes r  r e q u e s t s ,  t h e  
p r o b a b i l i t y  t h a t  it ever  w a i t s  f o r  a  lock i s :  ( N r 2 ) / ( 2 R ) .  Thus t h e  p r o b a b i l i t y  
t h a t  a  r eques t  by a  t r a n s a c t i o n  w i l l  wai t  i s  p ropor t iona l  t o  N. Deadlocks a r e  of 
t h e  form "T wa i t s  f o r  T '  w a i t s  f o r  T" o r  "T w a i t s  f o r  T '  w a i t s  f o r  T" w a i t s  f o r  
T", . . . The p r o b a b i l i t y  of a  c y c l e  of l eng th  two involv ing  T and T '  i s  

P(T w a i t s  f o r  T '  ) P ( T '  w a i t s  f o r  T) . 
which i s :  

( r 2 / 2 ~ ) ( r 2 / 2 ~ ) .  
S ince  t h e r e  a r e  N p o s s i b l e  T '  , t h e  p r o b a b i l i t y  t h a t  T  deadlocks wi th  some T '  i n  a  
c y c l e  of l eng th  2  i s :  

N ( r 2 / 2 ~ ) ' .  
Gene ra l i z ing ,  t h e  p r o b a b l i l i t y  of a  c y c l e  of any length  i s :  

N ( r 2 / 2 ~ ) '  + N ~ ( ~ ' / z R ) '  + S ~ ( ~ ~ / Z R ) '  + . . .  
Assuming t h a t  t h e  p r o b a b i l i t y  a  t r a n s a c t i o n  wa i t s  i s  much l e s s  than  one 
( t y p i c a l l y  . 1 t o  .001 i n  p r a c t i c e )  : 

( N r 2 ) / ( 2 ~ )  << 1 
we may drop t h e  h ighe r  o r d e r  terms and conclude t h a t  t h e  p r o b a b i l i t y  of deadlock 
is  approximately t h e  p r o b a b i l i t y  of cyc l e s  of length  2:  

S r4 /SRZ.  

The conclus ions  from a l l  t h i s  a r i t h m e t i c  a r e :  

The p r o b a b i l i t y  a  t r a n s a c t i o n  exper iences  deadlock i s  p ropor t iona l  t o  t h e  
degree of concurrency ( N ) .  

The r a t e  of deadlocks i s  p ropor t iona l  t o  9'. 



The p r o b a b i l i t y  a  w a i t i n g  t r a n s a c t i o n  deadlocks i s  not  s e n s i t i v e  t o  t h e  
degree of concurrency.  

These r e s u l t s  have been observed i n  p r a c t i c e  and i n  s e v e r a l  a n a l y t i c  models but  
no convincing proof of  t h e  r e s u l t  a r e  known [ 7 ]  . 



ISSUES IN DISTRIBUTED SYSTEMS 

Model of distributed system 

A d i s t r i b u t e d  system p a r t i t i o n s  t h e  s e t  of e n t i t i e s  i n t o  d i s j o i n t  s e t s  c a l l e d  
nodes. Transac t ions  may execute  a t  s e v e r a l  nodes but  a t  any i n s t a n t ,  a  
t r a n s a c t i o n  resides a t  a  p a r t i c u l a r  node. I n i t i a l l y  a  t r a n s a c t i o n  r e s i d e s  a t  t h e  
node of i t s  input  message. In  o r d e r  f o r  a  t r a n s a c t i o n  a t  node N 1  t o  execute  an 
a c t i o n  on an e n t i t y  a t  node N 2  t h e  t r a n s a c t i o n  must migrate t o  t h a t  node by 
execu t ing  t h e  o p e r a t i o n  XIGRATE TO(N2) a t  node 31 and then  execute  t h e  o p e r a t i o n  
HIGRATE FROM(N1) a t  node N2. ~ a c h  node p a r t i c i p a t i n g  i n  s t r a n s a c t i o n  keeps a  
REDO and  UNDO log  f o r  t h e  t r a n s a c t i o n ' s  a c t i o n s  on e n t i t i e s  a t  t h a t  node. 

I n  a  d i s t r i b u t e d  system, nodes may f a i l  independent ly.  This  i n t roduces  a  new 
kind of f a i l u r e :  

node restart: f o r  some reason a l l  v o l a t i l e  e n c i t i e s  a t  t h e  node 

spontaneously change t o  n u l l .  

Validity of  serial history 

Let T1, . . . ,Tn be a  s e t  of t r a n s a c t i o n s  which execute  on a syscem of m nodes. Each 
node has a  h i s t o r y  of t h e  a c t i o n s  it execu te s ,  H I , .  . . ,Em. To g e n e r a l i z e  t h e  
r e s u l t s  f o r  a  s i n g l e  node system t o  a  mult i -node system we must e x h i b i t  a  s i n g l e  
schedule  H such t h a t :  

Each H i  i s  a  subsequence of H and,  

Each T i  i s  a  subsequence of H .  

Among o t h e r  t h i n g s ,  t h e  dependency s e c  of H w i l l  be t h e  same a s  t h e  union of t h e  
dependency s e t s  of HI, . . . ,  Hm. So H w i l l  be a  s i n g l e  node h i s t o r y  wi th  t h e  same 
who-gave-what-to-whom r e l a t i o n  a s  t h e  union of t h e  H i .  

H may be demonstrated c o n s t r u c t i v e l y  by a s s o c i a t i n g  an i n i t i a l l y  ze ro  counter  
w i th  each node and w i t h  each t r a n s a c t i o n .  Each time a  node executes  an a c t i o n  of 
t r a n s a c t i o n  T  t h e  node and t r a n s a c t i o n  counters  a r e  s e t  t o  t h e  maximum of t h e  
node and t r a n s a c t i o n  counters  p l u s  1. This  counter  is  then  a s s o c i a t e d  wi th  t h a t  
a c t i o n  of t h e  t r a n s a c t i o n .  I f  a l l  t h e  a c t i o n s  a r e  s o r ~ e d  major by t h e i r  counter  
va lue  and minor by t h e i r  node index then  t h e  r e s u l t i n g  o r d e r i n g  is  a  schedule H 
f o r  a l l  a c t i o n s .  This  o r d e r i n g  has t h e  d e s i r e d  p r o p e r t i e s  [ 10,111 . 

Reliability 

Node r e s t a r t  i n  a  d i s t r i b u t e d  system i s  much l i k e  system r e s t a r t  i n  a  s i n g l e  
node system wi th  t h e  except ion  of t r a n s a c t i o n s  which have migrated among s e v e r a l  
nodes. Transac t ions  which migra te  complicate  both node r e s t a r t  and t r a n s a c t i o n  
r e s t a r t .  The s imp les t  approach t o  t r a n s a c t i o n  r e s t a r t  i s  t o  adopt t h e  r u l e  
[12]  : 

Only t h e  node of r e s idence  can i n i t i a t e  t r a n s a c t i o n  r e s t a r t  



This  r u l e  impl ies  t h a t  when t r a n s a c t i o n ,  T ,  migra tes  from node, N1, node N 1  
abd ica t e s  t h e  r i g h t  t o  r e s t a r t  T. This  i n  t u r n  means t h a t  t h e  CIIGRATE-TOCN2) 
o p e r a t i o n  a t  node N1 must prevent  a  r e s t a r t  of node 31  from r e s t a r t i n g  T. Hence, 
a s  p a r t  of t h e  MIGRATE-TO(N2) o p e r a t i o n ,  node 51  must make a s t a b l e  copy of t h e  
s t a t e  of T. A t  a  minimum, t h i s  s t a t e  inc ludes  REDO and UNDO logs of t r a n s a c t i o n  T  
a long  wi th  a l l  locks and t h e  s t a t e  of a l l  v o l a t i l e  e n t i t i e s  belonging t o  T  
( r e c a l l  t h a t  T may mig ra t e  back t o  N 1  and expect  i t s  program s t a t e  t o  be 
p re se rved ) .  U n t i l  t h e  t r a n s a c t i o n  commits o r  r e s t a r t s ,  each node r e s t a r t  a t  N 1  
must r e c o n s t r u c t  t h e  s t a t e  of T  a t  node N1 from t h i s  in format ion .  

The commit ope ra t ion  b roadcas t s  commit t o  each node p a r t i c i p a t i n g  i n  t h e  
t r a n s a c t i o n .  The t r a n s a c t i o n  r e s t a r t  ope ra t ion  broadcas ts  r e s t a r t  t o  each such 
p a r t i c i p a n t .  When a l l  p a r t i c i p a n t s  have acknowledged t h a t  they  have performed 
t h e i r  p a r t  of t h e  commit o r  r e s t a r t ,  t h e - n o d e  of r e s idence  can t e rmina te  t h e  
t r a n s a c t i o n  (commit) o r  r e i n i t i a t e  it ( r e s t a r t ) .  

This  commit p ro toco l  has  t h e  v i r t u e  of s i m p l i c i t y  and may become t h e  most 
commonly used a lgor i thm.  I t  has  two p r o p e r t i e s  ~ h i c h  have caused a  s e a r c h  f o r  
a l t e r n a t e  a lgor i thms.  These two problems a r e :  

I t  r equ i r e s  a  node t o  be a b l e  t o  record  t h e  e n t i r e  sEate  of a  migrated 
t r a n s a c t i o n  i n  s t a b l e  s t o r a g e .  

I t  p revents  a  node from u n i l a t e r a l l y  a b o r t i n g  a  t r a n s a c t i o n  which has 
migrated from t h a t  node. Th i s  may t i e  up t h e  resources  of one node f o r  a  long 
t ime i f  t h e  t r a n s a c t i o n  migra tes  t o  a  node which subsequent ly  f a i l s .  

The two-phase commit pro toco l  i s  designed to. e l i m i n a t e  t h e  f i r s t  problem and 
minimize t h e  second. The two-phase commit p ro toco l  implements t h e  commit a c t i o n  
a s  fo l lows:  As p a r t  of t h e  commit a c t i o n ,  one p a r t i c i p a n t  of t h e  t r a n s a c t i o n  i s  
appointed t h e  commit coordinator. 

The coord ina to r  obeys t h e  fo l lowing  p ro toco l :  

Phase 1 :  Each p a r t i c i p a n t  of T  i s  po l l ed  t o  s e e  i f  it i s  prepared t o  commit. 

The coord ina to r  enters phase 2 when it recoverably makes t h e  d e c i s i o n  t o  
commit o r  a b o r t .  

- I f  a l l  p a r t i c i p a n t s  ag ree  t o  commit, t h e  coo rd ina to r  records  t h e  commit 
d e c i s i o n  i n  T ' s  s t a b l e  REDO log and then  b roadcas t s  t h e  commit message 
t o  each p a r t i c i p a n t .  

- I f  any node does not  ag ree  t o  commit o r  does not  respond wi th in  a  t ime 
l i m i t ,  t h e  commit coo rd ina to r  records  t h e  abo r t  d e c i s i o n  i n  T ' S  s t a b l e  
UFDO log and then  b roadcas t s  t h e  r e s t a r t  message t o  each p a r t i c i p a n t  . 

- The broadcast  message i s  p e r i o d i c a l l y  r e -b roadcas t  t o  each p a r t i c i p a n t  
u n t i l  it acknowledges t h a t  it has ac t ed  on t h e  message. 

- When t h e  coord ina to r  has rece ived  a l l  t h e  phase 2  acknowledgments it 
e i t n e r  te rmina tes  (commit) o r  r e i n i t i a t e s  ( r e s t a r t ' ]  t r a n s a c t i o n  T. 



The p a r t i c i p a n t s  obey t h e  fo l lowing  p r o t o c o l :  

Phase 0 :  P r i o r  t o  ag ree ing  t o  commit, any node may u n i l a t e r a l l y  undo a l l  
a c t i o n s  of t h e  t r a n s a c t i o n  a t  t h a t  node and broadcas t  t r a n s a c t i o n  r e s t a r t .  

Phase 1: Epon r e c e i v i n g  a  prepare  t o  commit r e q u e s t ,  

- I f  t h e  node has u n i l a t e r a l l y  r e s t a r t e d  T i t  responds wi th  t r a n s a c t i o n  
r e s t a r t .  

- Otherwise,  t h e  p a r t i c i p a n t  records  t h e  REDO and UNDO log  of t h e  
t r a n s a c t i o n  a t  t h e  node i n  s t a b l e  s t o r a g e  and responds wi th  an ag ree  t o  
commit message. 

Phase 2 :  The p a r t i c i p a n t  then  w a i t s  f o r  t h e  c o o r d i n a t o r ' s  d e c i s i o n .  

- I f  t h e  coo rd ina to r  broadcas ts  commit t hen  t h e  p a r t i c i p a n t  commits i t s  
p a r t  of T and then  acknowledges completion t o  t h e  c o o r d i n a t o r .  

- I f  t h e  coo rd ina to r  b roadcas t s  r e s t a r t ,  then  t h e  p a r t i c i p a n t  undoes i t s  
p a r t  of T and then  acknowledges completion t o  t h e  coo rd ina to r .  

The two-phase commit a lgor i thm avoids sav ing  t h e  v o l a t i l e  p a r t s  of t h e  
t r a n s a c t i o n  s t a t e .  Node r e s t a r t  can r e s t a r t  any t r a n s a c t i o n  not  i n  phase two of 
t h e  commit o p e r a t i o n .  T ransac t ions  having completed phase 1 and not  completed 
phase 2 a r e  c a l l e d  in-doubt. A t  node r e s t a r t ,  t h e  node must r e e s t a b l i s h  a l l  
X-mode locks  belonging t o  in-doubt  t r a n s a c t i o n s  a s  we l l  a s  main ta in  t h e  UNDO and 
REDO logs  of such t r a n s a c t i o n s  u n t i l  they  reso lved  by t h e  commit coo rd ina to r .  
The two-phase commit p ro toco l  a l s o  minimizes t h e  pe r iod  du r ing  which a  node 
cannot u n i l a t e r a l l y  r e s t a r t  t h e  t r a n s a c t i o n .  

There a r e  many v a r i a t i o n s  of t h e  two-phase commit p r o t o c o l .  There a r e  almost no 
proofs  about t h e  p r o p e r t i e s  of t h e s e  p r o t o c o l s .  The c e n t r a l  theorem i s :  

THEOREM: I f  a l l  p a r t i c i p a n t s  observe t h e  two-phase commit p ro toco l  then  
e i t h e r  a l l  p a r t i c i p a n t s  even tua l ly  e n t e r  t h e  commit s t a t e  

wi thout  p a s s i n g  through t h e  t r a n s a c t i o n  r e s t a r t  s t a t e .  
o r  a l l  p a r t i c i p a n t s  e v e n t u a l l y  e n t e r  t h e  r e s t a r t  s t a t e  

wi thout  p a s s i n g  through t h e  commit s t a t e .  
Lindsay [ 9 ]  has t h e  most c a r e f u l  p r e s e n t a t i o n  of t h i s  r e s u l t .  

Concurrency 

Concurrency is inhe ren t  i n  a  d i s t r i b u t e d  system (each node executes  
autonomously).  The e x i s t e n c e  of a  g loba l  h i s t o r y  impl ies  t h a t  t h e  theorems about 
locking  g e n e r a l i z e  t o  d i s t r i b u t e d  systems.  The node can a c q u i r e  locks f o r  
a c t i o n s  on e n t i t i e s  a t  t h a t  node. I f  a l l  t r a n s a c ~ i o n s  a r e  well-formed and two 
phase then  t h e  system w i l l  p rovide  t h e  i l l u s i o n  of a  c e n t r a l i z e d  s e r i a l  
h i s t o r y .  

A problem wi th  t h i s  approach i s  t h a t  each node has only  a  p o r t i o n  of t h e  
who-waits-for-whom graph .  In  o r d e r  t o  d e t e c t  deadlock c y c l e s ,  someone must g lue  
t h e  p i eces  of t h e  graph t o g e t h e r .  Otherwise, deadlock d e t e c t i o n  i n  a  d i s t r i b u t e d  
system is  analogous t o  deadlock d e t e c t i o n  i n  a  c e n t r a l i z e d  system. 



TRANSACTION CONCEPT IN A PROGRAMMING LANGUAGE 

The t r a n s a c t i o n  concept is a  fundamental no t ion .  I t  a l r eady  appears i n  d a t a  
d e f i n i t i o n  and d a t a  manipulat ion languages a s s o c i a t e d  wi th  d a t a  management 
systems.  I t  i s  l i k e l y  t o  appear i n  more convent iona l  languages i n  t h e  f u t u r e .  
This  i s  a  proposa l  f o r  what such a  language ex tens ion  might i nc lude .  

The language provides  an a b s t r a c t i o n  f o r  something l i k e  a  module type which 
appears  t o  t h e  use r  a s  a  c o l l e c t i o n  of o p e r a t i o n s  on e n t i t i e s .  When a module 
instance is c r e a t e d  it may be g iven  t h e  a t t r i b u t e s  real, stable, recoverable 
volatile o r  volatile which i n d i c a t e  whether REDO and UKDO records  need t o  be kept  
f o r  t h e  i n s t a n c e  and whether o r  no t  t h e  a c t i o n s  must be d e f e r r e d .  I f  t h e  
i n s t a n c e  i s  t o  be shared  then  it may be given t h e  a t t r i b u t e  shared which w i l l  
cause t h e  ope ra t ions  on t h e  i n s t a n c e  t o  acqu i r e  a p p r o p r i a t e  locks p r i o r  t o  
manipulat ing t h e  i n s t a n c e 1 .  

Each ope ra t ion  of t h e  module must have corresponding undo and redo o p e r a t i o n s  
based on t h e  UNDO and REDO log .  

The language a l s o  suppor t s  t h e  verbs  COXMIT and ABORT which commit t h e  
t r a n s a c t i o n  o r  undo it and commit it wi th  an e r r o r  message. 

This  i s  t h e  view of t h e  - - -  use r  of a  module. The implementor of a  module type  needs 
t o  have an i n t e r f a c e  t o  a  lock management f a c i l i t y  which w i l l  handle lock 
r eques t s  and do deadlock d e t e c t i o n .  He a l s o  needs an i n t e r f a c e  t o  t h e  log 
management f a c i l i t y  which w i l l  accept  log  records  and r e t u r n  them on r e q u e s t .  
T ransac t ion  undo and redo appears  t o  t h e  module a s  c a l l s  from recovery manager 
which invokes t h e  undo and redo ope ra t ion  pas s ing  t h e  t h e  undo o r  redo log  
record  [ 5 , 6 ] .  

1 Note t h a t  monitors a r e  i n a p p r o p r i a t e  f o r  t h e  t r a n s a c t i o n  no t ion .  They v i o l a t e  
t h e  two phase lock p ro toco l  by r e l e a s i n g  locks a t  procedure e x i t  r a t h e r  than  a t  
t r a n s a c t  ion commit. 
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